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	Assignment title
	Assignment 2 – SLiCk Network Solutions - Plan implement and manage a secure network.

	The purpose of this assignment is to:
· To provide learners with opportunities to manage, support and implement a secure network infrastructure for a commercial LAN or WAN environment.
· To provide learners with the knowledge, skills and techniques necessary to install, configure, troubleshoot and maintain a reliable network operating systems service.


	The Brief
You are required to set up a Network for ABC Marketing Solutions, a client of SLiCk Network Solutions.

The company has 8 staff and there are 8 Dell PC’s all running Windows 7 in a single office. An old server is available in the workroom but needs to be tested and set up as required. The 8 PC’s need to be checked, set up and connected to the domain. The domain name will be ABC.net. There is an internet connection through the service provider Eclipse and a wireless router is already provided. The network is already wired with a switch and patch panel. 
Network administrator Sarah Johnson is to have access to the server and will require admin privileges on the network. Other users are to have restricted access to only essential software and should have network storage allocated for them to save files and settings. All users require access to Microsoft Office, Internet, email and a printer.
Network security is a concern and an efficient backup system needs putting in place. Strategy’s need to be devised and implemented for both.
Additional software and hardware required must be justified and costs identified. 
Format
All written work and forms are to be handed in using a green folder, with a contents sheet in size 12 fonts. Plagiarism is not allowed in any work that is handed in and all work must be referenced, using the Harvard referencing system.


You will be penalised if you do not reference your sources appropriately!

“Plagiarism is the deliberate attempt to gain advantage by presenting work that is not your own. Plagiarism occurs where referencing is deliberately not undertaken in presentations, essays, oral presentations.  Cases of alleged plagiarism will be investigated at marking meetings of the course team.  You may face disciplinary procedures if you are deemed to have plagiarised work”.


	Task 1 – Plan a secure network
1.1

You have been asked to design and plan a network solution including security for the company.
You need to include:
· The hardware and software requirements including costs.
· What services need to be configured

· LAN design

· WAN (router set up for internet access)

· Intruder Detection System (firewall settings)

· User Access Rights

· Printer

· Physical Security
· Disaster Recovery

You must justify your selections.

This covers (U27 2.1), (U46 2.1)

1.2
Once your design has been submitted you will receive feedback. From this feedback you need add a section to your report that evaluates this feedback in relation to the design. (U27 2.2), (U46 2.2)
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Task 2 – Implement a secure network

2.1

The design and plan now needs to be implemented. Using the resources available and work as a team to set up the secure network.  (U27 3.1), (U46 3.1)
2.2

Once the network has been set up you now need to test the network. (U27 3.2), (U46 3.2)

2.3

Document and analyse the test results against the expected results (U27 3.3), (U46  3.3)
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Task 3 – Manage a secure network

3.1 - You need to establish and justify a performance baseline and monitor the performance of the network against this baseline. (U27 4.1, 4.2)
3.2 – Justify the performance optimisation and update to the NOS. (U27 4.3)
3.3 – Manage the network security solution applied. (U46 4.1)
3.4 – Analyse (U46 4.2)

3.5 – Recommend potential changes that you could make to the security. (U46 4.3)
Unit 27
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	For a Merit the candidates needs to demonstrate in addition for a pass the following criteria:-

that

· effective judgements have been made

· complex problems with more than one variable have been explored

· an effective approach to study and research has been applied

· a range of sources of information has been used

· complex information/data has been synthesised and processed

· coherent, logical development of principles/concepts for the intended audience

In order to achieve a Distinction the learner must ensure:

· Conclusions have been arrived at through synthesis of ideas and have been justified.

· convergent and lateral thinking have been applied and receptiveness to new ideas is evident


