Group Policy Tips and Tricks
You need to be in group policy management editor for the following.
[bookmark: _GoBack]Restrict Access to Control Panel
Control Panel restrictions are integral for business networks and school environment security.
To completely block the Control Panel altogether:
User Configuration > Administrative Templates > Control Panel > Prohibit access to Control Panel and PC Settings
But if you want semi-access to only certain parts of the Control Panel, you can set that up too using one of the two following settings:
User Configuration > Administrative Templates > Control Panel > Hide specified Control Panel items

User Configuration > Administrative Templates > Control Panel > Show only specified Control Panel Item
Enable them and you’ll be able to indicate which Control Panel Applets you want to show or hide by using the canonical names provided by Microsoft.
https://msdn.microsoft.com/en-us/library/windows/desktop/ee330741.aspx
Restrict Access to Command Prompt
In the wrong hands, allowing users to run undesirable commands and circumventing other restrictions you might have in place. As such, you should probably disable it.
To disable the Command Prompt:
User Configuration > Administrative Templates > System > Prevent access to the command prompt
Note that enabling this restriction means that cmd.exe can’t be run at all — even during the execution of batch files in either .cmd or .bat formats.
Prevent Software Installations
Blocking users from installing new software can help reduce the amount of cleaning and maintenance you need to do when careless users on the network inevitably install something bad. It also gives you control of making sure only licensed software is installed on the network.
To prevent software installations using Group Policy:
Computer Configurations > Administrative Templates > Windows Components > Windows Installer > Turn off Windows Installer

Prevent or Delay Windows Update
You also have the ability to defer big updates and upgrades for up to one year or pause them altogether:
Computer Configuration > Administrative Templates > Windows Components > Windows Update > Defer Upgrades and Updates
Deferments can be indicated using months and weeks. Or you can select the checkbox labelled “Pause Upgrades and Updates”, which will turn them off until the next big update rolls around.
Disable Forced Restarts
Assuming you’ve kept Windows Update enabled, one huge annoyance that you’ve probably run into more than once is the fact that Windows pesters you to reboot after updating. 
To disable these forced restarts:
Computer Configuration > Administrator Templates > Windows Components > Windows Update > No auto-restart with logged on users for scheduled automatic update installations
Launch an elevated Command Prompt and run the following command:
gpupdate /force
This forces any changes made to your Group Policy to take effect.
Disable Removable Media Drives
One malware-infected USB drive could bring down the whole network. When high security is needed or you have confidential information you don’t wasn’t leaving the premises disabling Removable Devices is a good idea.
To disable removable media drives:
User Configuration > Administrative Templates > System > Removable Storage Access > Removable Disks: Deny read access
You’ll also see options for things like CDs, DVDs, WPD devices, and even floppy drives. Feel free to disable these as well, but USB drives are the main concern.
Turn Off Balloon and Toast Notifications
Desktop notifications can be handy, but only when they have something useful to say. Unfortunately, most of the notifications shown by Windows aren’t worth reading, and at worst can distract you and break concentration.
Here’s how to disable balloon notifications:
User Configuration > Administrative Templates > Start Menu and Taskbar > Turn off all balloon notifications
But starting with Windows 8, most system notifications switched over to toast notifications, so you might want to disable them instead:
User Configuration > Administrative Templates > Start Menu and Taskbar > Notifications > Turn off toast notifications
Either way, this is an easy way to kiss those distractions goodbye.
Turn Off and Hide OneDrive
Yet another way in which Microsoft tries to force people down a certain path is the persistent pushing of users towards OneDrive. It’s baked into the operating system and you can’t disable it without Group Policy or the Registry Editor.
Disable OneDrive by enabling this:
Computer Configuration > Administrative Templates > Windows Components > OneDrive > Prevent the usage of OneDrive for file storage
This will remove the ability to access OneDrive from anywhere on the system, and it will remove the OneDrive shortcut in the sidebar of File Explorer.

